& Outlook

Fwd: [EXTERNAL] URGENT: License Plate Surveillance Data Sharing Exposes Sensitive Personal Data
to Police in Thousands of Jurisdictions Nationwide

From Justin Kagan <Justin.Kagan@newbedfordpd.com>
Date Wed 7/8/2026 3:00 PM
To  Holly Huntoon <Holly.Huntoon@newbedfordpd.com>

Begin forwarded message:

From: Justin Kagan <Justin.Kagan@newbedfordpd.com>

Date: December 1, 2025 at 7:35:21PM EST

Subject: Fw: [EXTERNAL] URGENT: License Plate Surveillance Data Sharing Exposes
Sensitive Personal Data to Police in Thousands of Jurisdictions Nationwide

fyi

From: Justin Kagan <Justin.Kagan@newbedfordpd.com>

Sent: Monday, December 1, 2025 7:28 PM

To: Thody, Jason <Jason.Thody@newbedfordpd.com>; Derek Belong
<Derek.Belong@newbedfordpd.com>; Ryan Pavao <ryan.pavao@newbedford-ma.gov>

Subject: Re: [EXTERNAL] URGENT: License Plate Surveillance Data Sharing Exposes Sensitive Personal
Data to Police in Thousands of Jurisdictions Nationwide

Chief and ADC,

| have updated some of the settings in our Flock account.
¢ Nationwide data lookup has been turned off
¢ Immigration- Searches connected to immigration are filtered out (regardless of agency doing
search)
* |Incoming requests to share data are now limited to in-state agencies or agencies within a 50
mile radius
¢ All out-of-state sharing has been turned off, with the current intention of updating sharing
within 50 miles, e.g. areas of Rhode Island
Other checks were conducted within out Flock account.
¢ Shield Law- Continues to filter out Reproductive Care searches (regardless of agency doing
search)
e Cybersecurity- Agency accounts were reviewed and all are authorized
e 'Search Reason' is a required field by agency users

Justin



